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MODERN TECHNOLOGIES OF MARKETING INTELLIGENCE

The purpose of the article is to explore the use of the latest technologies in marketing intelligence, and to offer a
vision of its use without harming the social and physical health of consumers. The methodological basis of the research
was foreign and domestic publications and analytical reviews on the problems of marketing intelligence using web
analytics. The proposed approaches can be taken into account by the marketing services of domestic enterprises when
conducting marketing intelligence. An example of Google Analytics examines the technology of marketing
intelligence. It is concluded that the beginning of development of open methods of processing private data of users
without their direct identification is positive. which would limit the interference with the privacy of people, leaving
marketing intelligence possible, and would prevent its negative impact on people’s lives.
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Jsutok Ajia

KAHANIAT IKOHOMHYECKUX HAYK, TOLEHT

BocrTouHoeBponeiickuii HALMOHAJIbLHBIM YHHUBepcuTeT UMeHH Jlecn YKpauHku,
Kadeapa IKOHOMUKH, 0€30IIACHOCTH ¥ MHHOBALMOHHOM JesiTeJIbHOCTH NPeNPUsITUS
r. Jlynk

ITanaciox FOpuii

CTYHeHT 3 -T0 Kypca (paKyJIbTeTaIKOHOMHKH H YIIPaBJIeHUS
BocTouyHoeBponeiickuii HAMOHAIBHBINH YHUBepcHTET HMeHH Jlecn YKpauHKku
r. JIynk

COBPEMEHHBIE TEXHOJIOT U MAPKETUHIT OBOM PA3BEIKH

Ienpto craTbu SIBISETCSA HCCIIEAOBAHME HCIIOJIB30BAHUS HOBEHINIMX TEXHOJOTMH B  OCYIIECTBICHUH
MapKeTHHTOBOH Pa3BEIKH, M MPEATIOKNUTH CBOE BUJCHHUE €€ HCIIONIL30BaHM 0e3 yuiepOa connaabHOMY H GU3HIECKOMY
3I0pOBBIO TOTpeduTenell. MeToq0IOrHYeCKOH OCHOBOM HCCIICIOBAaHMS CTalM 3apyOekHble M OTE€YECTBEHHBIE
MyOJUKaNWKY ¥ aHAIUTHYECKHEe 0030pHI MO MpodiieMaM MapKeTHHIOBOH pa3BelKU C UCIIOJIb30BAaHHEM BeO-aHAIUTHKH.
[MpennoxeHHbIE MOAXOIBI MOTYT OBITH YYTEHBl MAapKETHHTOBBIMU CIIy’KOaMHM OTEUECTBEHHBIX NPENNpPUATHI TpU
OCYIIECTBICHUN MapKeTHHIOBOH pa3Benku. B cratbe Ha mpumepe cucrembl Google Analytics mpoananuzupoBaHa
TEXHOJIOT'NHUA OCYIICCTBIICHUA MapKeTHHFOBOﬁ Ppa3BCAKHU. CuenaH BBIBOJI, YTO IIOJIOKHUTCIIBHBIM ABJIACTCA Hadallo
pa3paboTKN KOMITAaHUSIMH OTKPBITHIX METOI0B 00paOOTKH JIMUHBIX JaHHBIX IT0JIb30BaTENeH 03 MX HEIOCPEACTBCHHON
HACHTH(HUKAINKE. KOTOPBIC OTPAHMYMIN OBl BMEIIATEIbCTBO B YACTHYIO JKM3Hb JOJEH, OCTAaBISSI BO3MOXKHBIM
OCYIIECTBICHHE MaPKETHHIOBOH Pa3BE/IKH, a TAKXKE ClIeNalii OBl €€ HEraTHBHOE BIIMSHHUE HA J)KU3HbB JTIOJCH.

KaroueBble ci10Ba: MapKeTHHTOBasI pa3Benka, caifit, Google Analytics, cuctema BeO-aHAIMTHKY, Ay AUTOPHUS

Maxkapa OxcaHa

AOKTOP eKOHOMIYHMX HaYK, 3aBifyBa4 kadeapu ¢inancis i kpeaurty
CxigHoeBponeiicbKkoro HanioHAJILHOIO YHiBepcuTeTy iMeHi Jleci Ykpainku
M. JIyubk

Jsutok Ajia

KAHAUJAAT eKOHOMIYHHMX HAYK, 10LeHT KadeApu eKOHOMIKH, Oe3neKkHn

Ta iHHOBaLiHOY JiVILHOCTI NiANpUEMCTBA

CxiaHO€BpONEHCHLKOro HAIOHAJIBLHOTO YHiBepcuTeTy iMeHi Jleci Ykpainku,
M. Jlyubk

IManaciox FOpuii

CTYIEHT 3 - ro Kypcy ¢akyJabTeTy eKOHOMIKH Ta YNPaBJIiHHSA
CxigHoeBponeiicbKkoro HanioHaJabHOro yHiBepcuTeTy iMeni Jleci Ykpainku
M. JIyubk

CYYACHI TEXHOJIOI'II MAPKETUHI'OBOI PO3BIJIKH

VY nepiol TOCTIHHMX 3MiH IPOBEJCHHS MApPKETHHIOBOI PO3BI/IKM CIIPOIYIOTh Cy4acHi iHpOpMAaIiiHI TEXHOJIOTIi.
V crarTi Ha mpuKiIaai Takoi cucteMu Beb-aHamiTHKH sk Google Analytics po3risiHyTo sIK MOXXe ChOTOAHI MPaLIOBATH
MapKeTHHTroBa po3Bigka. Google Analytics no3Bosse 30upaTn CTATUCTUKY MPO MOBEAIHKY KOPHCTYBadiB Ha CaiTi i
(dopMyBaTH Ha MifcTaBl OTPUMAaHMX JAHUX AHAIITHYHI 3BITH. MOKHA MiJICJI/PKYBaTH BiABITyBaHICTh, KOHBEPCIIO 1
noxin IHTepHeT-pocyBaHHs; BUBYMTH NPOOJIEMH SIK CaMOTO PEcypcy TaK i peKIaMHHX KOMIIaHI B Mepexi Ta
ynpaBisaTd HaMH Outein edexTuBHO. Google Analytics Ha OcHOBI oTpuMaHHMX AaHHMX 3 COOKe-daiinmie n03BOIISE
chopmyBaTH 3BiTH PO ayAUTOPII0 HacaMIlepel 3a TAKUMH O3HAKaMHU sIK aemorpadis, iHTepecH, MiCIe3HaXO0KCHHS,
HOBI KOPHUCTYBadi i MOBEPHEHI, MEPIOANIHICTH 1 YaC OCTAHHBOTO BiIBiAyBaHHS, & TAKOXK 3BITH 3 OTJISAY 110 MOOUTEHUX
MIPUCTPOSIX, NIIAXU KM KOPUCTYBadi 3aXOJWIN Ha MUIAX Ta iHOI. Takuit aynuT mo3Bosisge modaynTH ciaadKi CTOPOHU
caiity. OTpuMaTH NMPOMIXKHI JIaHi 1 3pOOWUTH OCTATOYHI BHCHOBKH TPO PE3yJbTATHBHICTh THX YH 1HIIUX JOPOOOK.
Oxpim mporo, Google Analytics anamisyroun pedepeHT, BH3HAYae 3MICT IOIIYKOBOIO 3allMTy 1 3aHOCHTH HOT0 B
napameTp «KirodoBe ciioBoy, e € miaArpyHTsM Aist GopMyBaHHS €(heKTHBHOI KOHTEKCTHOI PEKJIaMH.
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HesBaxkaroun Ha O4YEBHAHI TepeBard Ui BIACHUKIB CAaHTIB Bil BUKOPHCTAHHA IIi€i MPOTPaMH BUHHUKAE PSII
mpobJIeM eTHYHOTO XapakTepy. Jleski KoMITaHii OTpUMYIOTh iH(OpMAIIFO 32 JOIIOMOTOI0 BHKOPHCTaHHS BPa3IUBOCTI
MIPOTPaMHOTO 3a0€3MEeYCHHS UM MUITXOM OTPHMAaHHS IIOCTYIy JO CHCTEMHHX cepBiciB Temedony. [locriuuii 36ip
JAHUX IIJ 9aC MAapKETHHIOBOI PO3BIAKH IOPOKYE 1 iHIN MPOOIEMH: MOKHA JIETKO OTPHMATH TOCTYII 1O HEBHOI
iHpopManii mpo MOAWHY IS {1 TOAANBIIOTO BUKOPHCTAaHHS INPHU IIaHTaXi 3 BUMAaraHHAM BIIKymy; a0o JETrKo
OTpUMATH iH(pOpMAIIiIo PO JTFOAWHY IPOCTO BiIKPHUBINY i1 Opay3ep.

OTKe, MapKeTHHIOBa PpO3BiJIKa € HEOOXiIHOIO JuIsi pO3pOOJEHHS Ta KOPUT'YBaHHS MapKETHHIOBOTO IUIAHY
KOMITaHii Ui MpOrHO3y MaiOyTHIX 3MiH. Ha jkanb, chOromHi MapKeTHHIOBa pO3BiJKa HEPIAKO 3MIHCHIOETHCS 3a
JIOTIOMOTOI0 METOJIIB KOMEPLIHHOTO Ta MPOMHCIOBOIO LIMUTYHCTBA, IO € MPUYMHOI0 MOpPAJbHUX Ta HPaBOBUX
npobnem. CporogHi B CBITI IOYMHAIOTH 3IIHCHIOBaTHCS II€BHI 3aXOJHM IIOAO PO3POOKH BEIMKUMH KOMIAHIIMH
Oe3NeYHrX Ta BIAKPUTHUX METONIB OOpOOKM NMpHBAaTHUX JaHWUX KOPHCTyBadiB 0e3 ix Oe3nocepenHbol ineHTH]IKaIi.
[epcriekTHBOIO MOJANBIINX JIOCTIPKEHb MOBHHHA CTAaTH pO3po0Ka 3aKOHOAaB4Ol 0a3u Ta MpaBwll, SIKi oOMexwuin O
BTPYYaHHS B IIPHBAaTHE JXHUTTHA JIIOACH, 3aJMINAIOYM MOXIIMBHM 3HIHCHEHHS MAapKETHHTOBOI PO3BIIKH, a TaKOK,
YHEMOXITMBIIIH O ii HeraTHBHUH BIUIUB Ha YKUTTS JIOMCH.

KrouoBi ciioBa: MmapkeTHHroBa po3Binka, BeO-caiiT, Google Analytics, cictema BeO-aHATITHKH, ayAUTOPISA

Formulation of the scientific problem and its significance. In times of constant change, businesses
need to constantly adapt to consumers and produce the goods and services they need. That is why marketing
intelligence is carried out, which is facilitated by modern information technologies. Because they are not in
place, data is becoming more and more difficult every day. Therefore, there is a need to analyze and
evaluate the effectiveness of the high-tech solutions used in marketing intelligence.

Analysis of recent research and publications. In the scientific literature, this problem has been raised
mainly by foreign scientists, including Whittaker Z, Dance G., M. LaForgia M., Stallman R., Hunt Ch., Etc.
[3, 4, 8, 13, 17], however, in domestic science and practice, this phenomenon is quite new and has not been
fully explored.

The purpose and objectives of the article. Investigate the using of the latest technologies in
marketing intelligence; determine how the causes of underperformance are identified and how the necessary
recommendations are made to improve the company's performance; identify problems that arise in this area
and suggest ways to solve them.

Presentation of the main material and substantiation of the results of the research. Marketing
intelligence is the activity of gathering information about changes in the marketing environment, required
for development and adjust marketing plans and decisions that are constantly implemented by enterprises.
The goals of marketing intelligence are partially different from the goals of marketing research. Unlike
marketing research, marketing intelligence must be conducted on an ongoing basis, based on the information
available, without special research. Based on marketing intelligence, companies need to conclude the need
for marketing research. However, it should be noted that due to scientific and technological progress, the
difference between marketing intelligence and marketing research is gradually decreasing (Fig. 1).

The goals and objectives of marketing intelligence can be included in the ongoing work of gathering
information about the marketing environment. The most optimal is when different data are grouped into
specific groups: competition (available information on existing and probable competitors), market (all data
on the market situation, consumer needs), technology (used in the production of products), legislation (all
regulatory, legal acts that affect the activity of the enterprise), resources (all data on material and technical
resources that are important for the normal functioning of the enterprise), general trends in politics,
economy and other areas; other factors not previously taken into account.

Today there are many different classifications of channels of receipt of information. Among them is the
classification "4K + 1", which is proposed by scientists Ch. Hunt and V. Zartaryan [17]:

- «texty, various publications in scientific publications and mass media, as well as various databases
placed in the open access (through this channel the company receives up to 40% of intelligence);

- «firmy», contains suppliers, customers, bankers, agents, etc. (30-40 % of information);

- «consultanty - public services and consultants (10-15 %);

- «conversationy - conferences, fairs, presentations (5-6 %);

- «joker» (+1) complements the amount of intelligence. Usually, this is random information, rumors. They
also use a different classification of channels: media, data banks, staff, channel «X» [1].

118



PO3 A1 II1. ExoHomika Ta ynpaBiiHHs nianpuemcreamu. 4, 2019

Marketing Intelligence

/ v \

Goals and objectives Channels Methods
Competition Media publications Traditional (using web
Market Conferences, fairs, analytics)
Technology presentations
Resource The Joker
General trends in politics, Consultants
economy
and other spheres

Fig. 1. Goals, Channels, and Methods of Marketing Intelligence.*
* Source: Development by Authors' [1]

The real methods of obtaining marketing information during marketing intelligence are: collecting open
documentary information from advertising, scientific and general publications, etc.; during exhibitions and
presentations, at various conferences; visits to competitors under the guise of ordinary clients; audit of
competitors' outlets; using the results of competitor studies obtained by different methods, etc. Those
methods can be used to obtain information of two types: legal (open source) and confidential (one that is not
publicly available and which is often obtained through covert surveillance and economic espionage) [1].

Today, many companies have departments dedicated to the collection and processing of intelligence.
The employees of these departments are engaged in all of the above activities. It is quite understandable that
the high efficiency of these departments is high. For example, in Japan, marketing intelligence is part of the
company's culture. Each employee deems it necessary to provide management with all information about
competitors. That is why businesses create cafes for their workers so they don't accidentally share a
commercial secret. It also has to take considering marketing counterintelligence to protect the firm's
information from competitors. Even custom lists are created that capture information related to «borrowing»
from other technology firms, know-how, and more. These lists assist in litigation with competitors [1].

An example of how companies today conduct marketing intelligence is the activities of large
companies such as Google, Facebook, Microsoft and more. Google recently introduced a high-tech Google
Analytics solution [15]. With this web analytics system, let's look at how marketing intelligence can work
today.

Google Analytics allows you to collect statistics about user behavior on the site and to generate
analytics based on the data obtained. With Google Analytics, you can track attendance, conversion, and
revenue for online promotion, explore issues and manage and manage your online campaigns more
effectively. Fig. 2 shows a simplified Google Analytics algorithm.

Site visitors (users) download the company website. The program writes a visitor to the browser
(creates a cookie). Assigns a unique Client ID). For the second (and subsequent) visits, a Google Analytics
user counts as a repeat visit. But since in the mobile age, a potential customer can access the site in the
morning from their smartphone, in the daytime from a computer, and in the evening from a tablet (and such
a sequence can be recorded as three visits, made by not one but three users), to address this deficiency,
Google Analytics provides a custom parameter, the User ID, which identifies the user by their email address
or login. Google Analytics settings are shown in the table below.

Based on cookie data, Google Analytics lets you generate audience reports based primarily on
demographics, interests, locations, new users and returning visitors, frequency and time of the last visit, and
mobile browsing reports for users on the way and others. Such an audit allows you to see the weaknesses of
the site. Obtain interim data and draw definitive conclusions about the performance of certain developments.
The information obtained will be useful for studying and interpreting the main reports. Yes, the
demographic report includes user characteristics such as age, gender, interests. Specifically, the program
allows you to segment your audience by interests, such as "food," "other categories," etc.
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First visit to the site

Visitors (users) |— | Company website

of site
v

cookie file

Google Analytics creates a

I

Google Analytics assigns a visitor
Client ID

Google Analytics instal a

personal parameter, User -1D

Second and all subsequent site visits

Visitors (users)

of site Google Analytics

site

views as re-visiting the

\ Determines
—| the content of
Google the search
Analytics query and
creates enters the
audience «keyword
reports parametery
Contextual
advertising is
forming

Fig. 2. A neat diagram of how Google Analytics works.
Source: Development by Authors' [15]

The geography report page shows a map of the world, and by clicking on the map you can specify
statistics about where the user is located in which country or city. The Behavior report provides an
opportunity to get consumer information by categories such as user type: new and returning, that is, visitors
who have been to this site before. Also, this program allows you to estimate the depth of page views (the
number of pages viewed), as well as the frequency and time since the last visit.

Table 1
Paramiters of Google Analytics
Paramiters Characteristic
Session Attendance, session, visit
Users People who visit the site
Depth of view The ratio of pageviews to the number of sessions

Average Session Duration

Defined as the ratio of the length of sessions to the
number of sessions

Bounce rate % of sessions in which only one page was viewed

Percentage of new sessions

Shows the share of sessions of new users (facts about
the creation of new cookies)

Source: [15]
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Also, Google Analytics analyzes the referent, determines the content of the search query and places it
in the Keyword parameter. You can go to the Traffic Source - Campaigns - Unpaid Keywords tab to see a
restricted search keyword report. This is the basis for the formation of effective contextual advertising.

Despite the obvious benefits to site owners of using this program, there are several ethical issues. Yes,
Facebook mostly uses methods similar to those used by Google [2]. However, it should be noted that this
service integrates with other sites. When browsing the site, while reading various news articles or articles,
you can often see a "share to facebook" button on the page. This button indicates that this site is integrated
with Facebook, and presumably, visitor data to a specific user went to the company's servers. However,
there are unpleasant rumors about the company. Mobile users noticed that when they talked to someone
about certain topics near their phones, such as dog food, they saw advertisements for that feed over some
time, even though they never bought dogs or feed.

Different moments of Facebook’s activity have led to the emergence of Stop using Facebook, which
stores link to articles on popular services describing unpleasant moments for the company [8]. For example,
there is a link to a New York Times article dated December 18, 2018, stating that a company discloses
personal information to other companies [9].

As far as Microsoft is concerned, it releases the most popular PC operating system on Windows. With
the release of Windows 10, users have noticed that it has added "telemetry" - sending certain data to
Microsoft servers for better personalization of advertising, but when you install the system there is an
opportunity to partially disable it. This "spying" led to the emergence of special programs designed to
disable telemetry [10]. It should be noted that the company has created a service [5], which can view all the
data that the company received by the EU legislation, but we can not be sure that the company does not hide
anything.

You should also note that some companies obtain information through the use of software
vulnerabilities or access to the phone's system services. Also, users of devices such as, for example, iPhone
are not immune to these problems. Recently, Tech Crunch conducted a study [4], which found that many
applications recorded phone screens without even informing users. Apple company, on whose devices the
recording was made, confirmed this information, noting that they knew about the possibility, but left it to
applications only for use in good faith and asked developers to remove the code from the programs that
allow it to do so [5].

Collecting data by organizations, corporations, and businesses also create additional issues beyond the
uncontrolled use and resale of user data. A significant problem is their insecure storage and frequent
"draining™ of data of users of different services. For example, in early 2019, nearly 50 million Instagram
users were discovered on Indian servers. The most interesting thing is that the data was collected by
Chtrbox, which most victims did not even know existed. The information in the databases also contained
user e-mail addresses and significant amounts of other information and was intended to estimate the cost of
advertising on each of the accounts [11]. Google recently confirmed that its employees listened to audio
files recorded using Google Home smart speakers. Shortly before, the journalists of the Belgian VRT NWS
were able to obtain and listen to more than a thousand recordings made with the help of Google Voice
Assistant. This helped them find the column owners fairly quickly, even though the records were
anonymized. According to Google, they have been used to improve speech recognition algorithms with
artificial intelligence. [8]. There is also the question of marketing intelligence in the wake of the increasing
popularity of Smart Home systems. In most cases, all the data goes through the servers of a particular
company, which allows you to get a variety of information from what interests the person on the Internet,
which prefers dishes, how much time it takes to study various matters before being able to connect to a
variety of equipment with subsequent constant listening conversations. The development of 5G networks
will only facilitate the rapid transmission of large amounts of data. Besides, access to devices by the
company will also mean the ability to control devices to hackers. The average consumer will be in a
situation where the «reasonable door» will not want to let him out of the apartment until the ransom is paid.

There are also scandals in the territory of Ukraine about poorly protected databases or the complete
lack of their protection. For example, on May 22, 2018, it was discovered that the Automated Troop
Management System was protected by standard passwords. Despite repeated warnings about the danger of
this situation, passwords have not been changed for several months [12]. If data security indifference is
possible in the military field, where there is ongoing monitoring, then there is a high likelihood of such
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situations on the servers of companies that collect user data. Today, it is hard to surprise anyone that after
purchasing a new SIM card after a short period, people begin to receive promotional messages, invitations to
attend a concert or attend a meeting with a candidate from a political party before the election. This is
further evidence of the ongoing sale of data.

Also, constant data collection during marketing intelligence creates other problems:

- unfair use. The offender can easily gain access to certain information about a person for further use in
blackmail with a ransom demand;

- secrets outside. Sometimes it is easy to get information about a person simply by opening their browser. A
person can have AIDS and hide this information from others, but someone from a friend or work colleague
can find out the secret through drug advertising. This will have negative consequences. If you talk about
some Muslim countries, they can be sentenced to death there because of sexual orientation.

This almost unregulated situation could not be left without the appropriate reaction of the governments
of different countries. In particular, on 25 May 2018, the General Data Protection Regulation (GDPR)
adopted in the European Union [13]. It aims to enable EU citizens to control their data.

One of the results of this regulation is that most services are forced to allow the user to download and
view information stored by a particular service. A positive consequence is that many services are open to all
users, regardless of the country. However, this regulation does not allow users to force services to delete
certain information about them. There is also a likelihood that organizations may hide certain information.

Also, large companies are trying to create opportunities for collecting and processing personal data of
users without breaching privacy. For example, on June 19, 2019, Google introduced the Private Join and
Compute cryptographic protocol, which allows you to analyze a private database without being able to view
a specific value using special encryption methods [15]. A significant advantage of this solution is its
placement under a free license, which allows everyone the opportunity to modify and use this protocol for
free.

It should be noted that the issue of uncontrolled use of data about users of services on the Internet is not
new. One of the first to predict this problem was predicted by Richard Stallman, an American programmer,
an activist of free software [14]. It is worth noting that he also suggested a solution to this issue, which was
that everyone would be able to view the code of the programs he used and, if desired, change. In our
opinion, his proposal can help with the uncontrolled use of user data, but there are significant problems with
its implementation, as it will be able to deprive most companies of a large part of the profits and make it
impossible to conduct marketing intelligence using modern technology as it is today.

Conclusions and prospects for further research. Marketing intelligence is necessary to develop and
adjust a company's marketing plan and to anticipate future changes. Today, with specially designed
applications, including Google Analytics, you can see the effectiveness and results of marketing intelligence
at a minimal cost. Unfortunately, nowadays, marketing intelligence is often carried out using commercial
and industrial espionage, which is the cause of moral and legal problems. Besides, there is a significant
problem with storing and processing large amounts of data obtained through marketing intelligence. Also,
the use of marketing intelligence in some countries can harm the social status (and sometimes life) of
consumers.

Today, some measures are underway in the world to control the exchange, storage, and processing of
information about people, but the high inertia of the legislative bodies of the countries impedes the rapid and
timely implementation of the necessary bills. The positive thing is the start of the development of secure and
open methods of processing private data of users without their direct identification by large companies. The
prospect of further research should be to develop a legal framework and rules that will limit interference on
people's privacy. Keep marketing research possible without affecting people's lives.

Sources and literature

1) TMontopak B. A. MapkeTurroBi jpociijpkenns: Hagdu. noci6. / B. A. Tlonropak, I. B. Tapamenxo, O. 1O.

Kpacosceka [Enexrponnuit pecypc]. - Pexum JOCTYILY:
https://pidruchniki.com/1281041960644/marketing/marketingova_rozvidka tsili_dzherela metodi_oderzhannya_infor
matsiyi.

2) How Ads Work on Facebook [EnexTponHmi pecypc]. - Pexum JIOCTYIIY:

https://www.facebook.com/help/516147308587266/?helpref=hc_fnav

122



PO3 A1 II1. ExoHomika Ta ynpaBiiHHs nianpuemcreamu. 4, 2019

3) Whittaker Z. Many popular iPhone apps secretly record your screen without asking [Enexrponnuii pecypc]. -
Pexxum noctymy: https://techcrunch.com/2019/02/06/iphone-session-replay-screenshots/

4) Whittaker Z. Apple tells app developers to disclose or remove screen recording code [Enekrpornuii pecypc). -
Pexxum nocrtymy: https://techcrunch.com/2019/02/07/apple-glassbox-apps/

5) Diagnostic Data Viewer [Enekrponmuii pecypc]. - Pexum mocrymy: https://www.microsoft.com/en-
us/p/diagnostic-data-viewer/9n8wtrrsq8f7?activetab=pivot%3Aoverviewtab
6) Chrome extension manifest v3 proposal #338 [Enextponnuii pecypc]. - Pexum nocrymy:

https://github.com/uBlockOrigin/uBlock-issues/issues/338r/degoogle [Enexkrponnuit pecypc]. - Pexum moctymy:
https://www.reddit.com/r/degoogle/

7) Stop using Facebook [Enextponnuii pecypc]. - Pexxum mocrymy: https://www.stopusingfacebook.co/

8) Dance G. J.X., LaForgia M. and Confessore N.. As Facebook Raised a Privacy Wall, It Carved an Opening for
Tech Giants [Enexrponnuii pecypc]. - Pexxum moctymy: https://www.nytimes.com/2018/12/18/technology/facebook-
privacy.html

9) O&0O ShutUpl0: Free antispy tool for Windows 10 [Enextponnuii pecypc]. - Pexum jpoctymy:
https://www.00-software.com/en/shutup10

10)Whittaker Z. Millions of Instagram influencers had their contact data scraped and exposed [Enexrponnuii
pecypc]. - Pexum gmoctymy: https://techcrunch.com/2019/05/20/instagram-influencer-celebrity-accountsscraped/
?quccounter= 1&qguce_referrer_us=
aHROcHM6Ly93d3cuYmJjLmNvLNVrL251d3Mvd29ybGQtY XNpY S1pbmRpYSO000DMONzU5Mg&guce referrer_c
s= 25bHLbIhTIKNKXWIKGYafQ

11)Ckanpan y 3CY: cucTeMa ynpaBiiHHsS BiicbKaMM BHSBWJIACS «3aXMIIEHA» MPUMITHBHMMH MapOJISMHU THITY
«Admin» i «123456» [Enexrponnuii pecypc]. - Pexxum moctymy: https://www.unian.ua/politics/10274616-skandal-u-
zsu-sistema-upravlinnya-viyskami-viyavilasya-zahishchena-primitivnimi-parolyami-tipu-admin-i-123456.html

12)General Data Protection Regulation (GDPR) [Enexrponnuii pecypc]. - Pexxum goctymy: https://gdpr-info.eu/

13)Stallman R. Keep control of your computing, so it doesn't control you! [Enextponnuii pecypc]. - Pexum
noctymy: https:// web.archive.org /web/ 20111226225337/ https:// www.gnu.org /philosophy/keep-control-of-your-
computing.en.html

14)Google oTkpbUI cHCTeEMy JUls aHajiu3a HaOOPOB JaHHBIX 0€3 HapylleHHs KOH()MIEHIMAIbHOCTH
[Enexrponuuii pecypc]. - Pexxum moctymy: https://www.opennet.ru/opennews/art.shtml?num=50915

15)Google Analytics.ITonpo6Hoe npakTHYeCKoe PYKOBOACTBO. —beciiatHoe siekTpoHHoe wu3ganue 00O
»Uureitr-pexnama», 2016. [Enexrponnmii pecypc]. - Pexum poctymy: https://ktonanovenkogo.ru/vokrug-da-
okolo/schetchiki/hovaya-kniga-google-analytics-podrobnoe-prakticheskoe-rukovodstvo.html

16)Xanr U. Passenka Ha ciyx6e Bamero npeanpustus / U. Xaut, B. 3aprapean — K.: Ykp3akopoHBU3acepBuc,
1992. - 160 c.

References

1. Poltorak V. A., Taranenko I. V., Krasovskaya O. Yu.. Marketynhovi doslidzhennia [Marketing researches] -
Retrieved from
https://pidruchniki.com/1281041960644/marketing/marketingova_rozvidka_tsili_dzherela metodi_oderzhannya_infor
matsiyi. [ in Ukrainian].

2. How Ads Work on Facebook - Retrieved from
https://www.facebook.com/help/516147308587266/?helpref=hc_fnav[in English].

3. Whittaker Z. Many popular iPhone apps secretly record your screen without asking - Retrieved from
https://techcrunch.com/2019/02/06/iphone-session-replay-screenshots/[in English].

4. Whittaker Z. Apple tells app developers to disclose or remove screen recording code - Retrieved from
https://techcrunch.com/2019/02/07/apple-glassbox-apps/[in English

5. Diagnostic Data Viewer - Retrieved from https://www.microsoft.com/en-us/p/diagnostic-data-
viewer/9n8wtrrsq8f7?activetab=pivot%3Aoverviewtab[in English].

6. Chrome extension manifest v3 proposal #338 - Retrieved from https://github.com/uBlockOrigin/uBlock-
issues/issues/338[in English].r/degoogle - Retrieved from https://www.reddit.com/r/degoogle/[in English].

7. Stop using Facebook - Retrieved from https://www.stopusingfacebook.co/[in English].

8. Dance G. J.X., LaForgia M. and Confessore N.. As Facebook Raised a Privacy Wall, It Carved an Opening for
Tech Giants- Retrieved from https://www.nytimes.com/2018/12/18/technology/facebook-privacy.html[in English

9. Zack Whittaker. O&O ShutUpl0: Free antispy tool for Windows 10 - Retrieved from https://www.00-
software.com/en/shutup10[in English].

123


https://www.microsoft.com/en-us/p/diagnostic-data-viewer/9n8wtrrsq8f7?activetab=pivot%3Aoverviewtab
https://www.microsoft.com/en-us/p/diagnostic-data-viewer/9n8wtrrsq8f7?activetab=pivot%3Aoverviewtab
https://github.com/uBlockOrigin/uBlock-issues/issues/338
https://www.reddit.com/r/degoogle/
https://www.stopusingfacebook.co/
https://www.nytimes.com/2018/12/18/technology/facebook-privacy.html
https://www.nytimes.com/2018/12/18/technology/facebook-privacy.html
https://www.oo-software.com/en/shutup10
https://techcrunch.com/2019/05/20/instagram-influencer-celebrity-accountsscraped/%20?guccounter=%201&guce_referrer_us=%20aHR0cHM6Ly93d3cuYmJjLmNvLnVrL25ld3Mvd29ybGQtYXNpYS1pbmRpYS00ODM0NzU5Mg&guce_referrer_cs=%2025bHLb1hTJkNKXwlKGYafQ
https://techcrunch.com/2019/05/20/instagram-influencer-celebrity-accountsscraped/%20?guccounter=%201&guce_referrer_us=%20aHR0cHM6Ly93d3cuYmJjLmNvLnVrL25ld3Mvd29ybGQtYXNpYS1pbmRpYS00ODM0NzU5Mg&guce_referrer_cs=%2025bHLb1hTJkNKXwlKGYafQ
https://techcrunch.com/2019/05/20/instagram-influencer-celebrity-accountsscraped/%20?guccounter=%201&guce_referrer_us=%20aHR0cHM6Ly93d3cuYmJjLmNvLnVrL25ld3Mvd29ybGQtYXNpYS1pbmRpYS00ODM0NzU5Mg&guce_referrer_cs=%2025bHLb1hTJkNKXwlKGYafQ
https://techcrunch.com/2019/05/20/instagram-influencer-celebrity-accountsscraped/%20?guccounter=%201&guce_referrer_us=%20aHR0cHM6Ly93d3cuYmJjLmNvLnVrL25ld3Mvd29ybGQtYXNpYS1pbmRpYS00ODM0NzU5Mg&guce_referrer_cs=%2025bHLb1hTJkNKXwlKGYafQ
https://www.unian.ua/politics/10274616-skandal-u-zsu-sistema-upravlinnya-viyskami-viyavilasya-zahishchena-primitivnimi-parolyami-tipu-admin-i-123456.html
https://www.unian.ua/politics/10274616-skandal-u-zsu-sistema-upravlinnya-viyskami-viyavilasya-zahishchena-primitivnimi-parolyami-tipu-admin-i-123456.html
https://gdpr-info.eu/
https://www.opennet.ru/opennews/art.shtml?num=50915
https://ktonanovenkogo.ru/vokrug-da-okolo/schetchiki/hovaya-kniga-google-analytics-podrobnoe-prakticheskoe-rukovodstvo.html
https://ktonanovenkogo.ru/vokrug-da-okolo/schetchiki/hovaya-kniga-google-analytics-podrobnoe-prakticheskoe-rukovodstvo.html
https://www.facebook.com/help/516147308587266/?helpref=hc_fnav%5bin
https://www.microsoft.com/en-us/p/diagnostic-data-viewer/9n8wtrrsq8f7?activetab=pivot%3Aoverviewtab
https://www.microsoft.com/en-us/p/diagnostic-data-viewer/9n8wtrrsq8f7?activetab=pivot%3Aoverviewtab
https://github.com/uBlockOrigin/uBlock-issues/issues/338
https://github.com/uBlockOrigin/uBlock-issues/issues/338
https://www.reddit.com/r/degoogle/
https://www.stopusingfacebook.co/
https://www.nytimes.com/2018/12/18/technology/facebook-privacy.html
https://www.oo-software.com/en/shutup10
https://www.oo-software.com/en/shutup10

Exonomiunuii uaconuc CxioH0€8pOneiicbK020 HAYiOHANbHO20 YHigepcumemy imeni Jleci Ykpainku

10. Millions of Instagram influencers had their contact data scraped and exposed - Retrieved from
https://techcrunch.com/2019/05/20/instagram-influencer-celebrity-accounts-
scraped/?guccounter=1&qguce_referrer us=aHROCHM6Ly93d3cuYmJjLmNvLNVrL251d3Mvd29ybGQtYXNpY Sipbm
RpYS00ODMONzU5Mg&quce_referrer cs=25bHLb1hTIKNKXWIKGYafQ[in English].

11. Skandal u ZSU: systema upravlinnia viiskamy vyiavylasia «zakhyshchena» prymityvnymy paroliamy typu
«Admin» i «123456» [Armed Forces Scandal: Troops Management System Has Been Protected by Admin and 123456
Primitive Passwords] - Retrieved from https://www.unian.ua/politics/10274616-skandal-u-zsu-sistema-upravlinnya-
viyskami-viyavilasya-zahishchena-primitivnimi-parolyami-tipu-admin-i-123456.html[in Ukrainian].

12. General Data Protection Regulation (GDPR) - Retrieved from https://gdpr-info.eu/[in English].

13. Stallman R. Keep control of your computing, so it doesn't control you! - Retrieved from
https://web.archive.org/web/20111226225337/https://www.gnu.org/philosophy/keep-control-of-your-
computing.en.html[in English].

14. Google otkreil systemu dlia analyza naborov danneikh bez narushenyia konfydentsyalnosty [Google has
opened a system for analyzing datasets without compromising privacy] - Retrieved from
https://www.opennet.ru/opennews/art.shtml?num=50915[in Russian].

15. Google Analytics. Podrobnoe praktycheskoe rukovodstvo ITompoGHoe mpakTHueckoe pykKoBozacTBo (2016).
[Detailed practical guide] - Retrieved from https://ktonanovenkogo.ru/vokrug-da-okolo/schetchiki/hovaya-kniga-
google-analytics-podrobnoe-prakticheskoe-rukovodstvo.html [in Russian].

16. Hunt Ch., Zartaryan V. Razvedka na sluzhbe vasheho predpryiatyia [Intelligence at the service of your
business].(1992). Ukrzakordonvyzaservys Kyiv, Ukraine.

Crarrs Hagivinora go pemakmii 20.11.2019 p.

YJK: 338.432.5
®dimok Imutpo,
acmipasr,
CxinHoeBponeiicbKkuil HaioHaJIbHUM yHiBepcuTeT imeni Jleci Ykpainkmu,
kadeapa o0Jiky Ta ayauTy,
M. JIyusk ORCID ID 0000-0002-2678-3424
e-mail:0666763009@ukr.net

https://doi.org/10.29038/2411-4014-2019-04-124-132

CEJIEKLIS - BAJKJIUBA CKJIAJJOBA 3POCTAHHSI EKOHOMIYHOT'O
MOTEHIIAJY BIKLILHULITBA

V craTTi mpoaHami30BaHO CUTYalio y chepi CeNeKIiiHol AisUTbHOCTI B YKpaiHi Ta pO3MIISIHyTa POJIb CENEKIIl B
301bIICHH] BUPOOHMYOT MPOAYKTUBHOCTI OPKOJIOTOCTIONAPCTB. PO3KPUTI HOCATHEHHS, MPOOIEMH 1 3aBIaHHS CENEKIIii
Ha CYYacHOMY piBHI PO3BUTKY CiIbCHKOTOCTIOJAAPCHKOTO BUPOOHMITBA. J[OBEIEHO, IO CENEKINis HalAemeBIIni,
Halpe3yJIbTATUBHIIIMK Ta €KOJOTIYHO YUCTHH YHHHUK 3POCTAHHS BUPOOHMITBA MPOJYKIiT TBAPUHHUITBA. Bu3HaueHo
NPIOPUTETH CTpaTerii 1 IulaHiB Aid [IOA0 TeHETHMYHHUX PpecypciB Ui BUPOOHMITBA MPOJOBOJBCTBA 1 BEICHHS
CUIBCBKOTO TocCrojapcTsa. BigMideHo, MO peajbHI MOSJIMBOCTI CUIBCBKOTO TOCHOJapcTBAa YKpaiHH, 30KpeMma
O/DKUIBHUIITBA, 3311 3POCTaHHS EKOHOMIUHOT e(EeKTHBHOCTI Ta KOHKYpPEHTOCIHPOMOJXKHOCTI Taiy3i ITOBHHHI
CKIaJaTHCi 13 HaHBaKIMBIIIMX YMHHHUKIB sIKi HEOOXiJHO peasli30ByBaTW 3a JOIOMOIOI0 pO3pOOJICHHS
3arajbHOJIEP)KAaBHOT cTparerii eQeKTUBHHX MpOrpaM CeNeKlii. 3arnporoHOBaHO HAaNpsMH 1 3aX0Jd MO0
CTUMYJTIOBaHHS PO3BUTKY CEJIEKIIii B KOHTEKCTI MiBUIIICHHS €KOHOMIYHOT €)EeKTUBHOCTI O/KITLHUIITBA.

KiouoBi cjoBa: moposa, TEHETHYHI pPECypcH, CeNeKIlis, CeNeKliiHa IisUTbHICTh, IUIeMiHHa po0oTa,
e(heKTHBHICTh, IPOAYKTHBHICTb, OI[IHKA IPOAYKTUBHOCTI.
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